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Foreword

In today’s rapidly evolving digital landscape, regulation and policy frame-
works play a crucial role in shaping the responsible use of technology. The 
European Union (EU) has introduced an unprecedented wave of regulation 
to build a values-based data economy and a single digital market that covers 
all 27 member states. However, as these regulations are extensive and 
together form a complex picture, questions arise as to how smaller compa-
nies in particular can comply without compromising their ability to innovate 
and compete.

This memorandum explores the concept of Regulatory Technology, or 
RegTech, as a solution to the challenges posed by the extensive regulation of 
technology and data. Drawing parallels with the financial sector in the after-
math of the 2008 global financial crisis, this report highlights the transform-
ative potential of RegTech in the technology sector. Just as RegTech solutions 
emerged as a catalyst for responsible growth in the heavily regulated finan-
cial industry, they can empower companies to navigate complex policy land-
scapes and grow responsibly in the digital age.

By providing a conceptual definition of RegTech and analysing its mar-
ket potential in the context of the five new regulations stemming from the 
European Data Strategy of 2020, this report aims to stimulate discussion and 
drive action among policymakers, entrepreneurs, investors, and businesses. 
It offers concrete recommendations on how to accelerate the development of 
a thriving RegTech innovation ecosystem that enables the responsible use of 
technology at scale, ultimately driving the twin transition towards a sustaina-
ble future in the EU and beyond.

We would like to thank Paul Fehlinger, the author, whose unique blend 
of understanding of technologies, digital governance and innovation ecosys-
tems made him the ideal contributor to this report. In addition, we are grate-
ful for the invaluable input from participants representing the European 
Commission, member states, public authorities, NGOs, and companies at 
the roundtable event co-hosted with the European Policy Centre in Brussels, 
in June 2023. This collaborative effort, part of our Data Strategy 2.0 initia-
tive, has greatly enriched the development of the report by providing insights 
and recommendations to advance European data policy.

This discussion paper is a call to action, inviting stakeholders to explore 
the potential of RegTech and create the necessary innovation ecosystems. It 
is our hope that by embracing RegTech, Europe can remain attractive and 
competitive in the global digital economy while ensuring the responsible and 
compliant use of technology for the benefit of us all.

27 September 2023 

Laura Halenius 
Project Director, Roadmap for a Fair Data Economy, Sitra 
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Summary

The European Union (EU) is embarking on a historic wave of regulation to 
govern digital technologies responsibly. The Digital Services Act (DSA), the 
Digital Markets Act (DMA), the Artificial Intelligence Act (AIA), the Data 
Act, and the Data Governance Act (DGA) will create unprecedented rules 
for the development, deployment, and governance of technologies and digi-
tally stored information. These ‘Big Five’ regulations aim to shape the frame-
work for a trustworthy and human-centred digital decade.

This new regulatory environment is complex and poses a pressing chal-
lenge: how will companies of all sizes that fall into the scope of application of 
the Big Five regulations implement these ambitious rules while remaining 
innovative and competitive? Regulatory Technology (RegTech) is a new field 
of software and infrastructure solutions that can power a regulated digital 
economy at scale.

This memorandum shows that RegTech solutions have the potential to 
become the enabling backbone spurring digital innovation and growth in 
Europe’s regulated digital economy. Just as RegTech revolutionised financial 
services after the 2008 global financial crisis by absorbing regulatory com-
plexities, it can now catalyse responsible and cutting-edge software and tech-
nology development in data, Web 3.0, extended reality or artificial intelli-
gence.

If there are two major challenges in the 21st century – climate change 
and digitalisation – then RegTech is to responsible technology what Climate-
Tech, such as carbon capture or fusion technology, is to climate change: the 
enabler of regulatory impact at scale.

RegTech solutions can achieve regulatory efficiency at scale, create regu-
latory fairness by giving smaller players the tools to be highly innovative yet 
compliant, and increase regulatory agility by reducing the cost of regulatory 
experimentation for cutting-edge innovations through sandboxes and other 
approaches. They are both a vector for regulatory enforcement and for build-
ing a highly innovative and high-performing digital economy.

We define five key RegTech categories for the digital economy:
•	 Risk and Operations Tech: Internal tools for organisations to man-

age compliance under new regulations.
•	 Compliance and Reporting Tech: Tools for organisations to 

report to and interact with regulators.
•	 Supervisory Tech: Tools for regulators to oversee organisations 

under new regulations.
•	 Ethical Tech: Tools to help organisations navigate ethical grey areas 

and unregulated technologies.
•	 Enabling Infrastructure Tech: Infrastructure tools to absorb and 

enforce legal requirements by design and enable responsible services to 
be built on top.



6ENABLING THE RESPONSIBLE USE OF TECHNOLOGY AT SCALE – Why Europe needs a regulatory technology innovation ecosystem 

Enabling responsible growth and innovation in Europe requires coordi-
nated action by governments, investors, entrepreneurs, and experts. This 
memorandum makes four concrete recommendations that can be taken 
now:
•	 Shape a common European vision on the potential of RegTech for the 

implementation of the European Data Strategy and the new era of 
responsible technologies.

•	 Coalesce a European RegTech ecosystem and create federated mul-
ti-stakeholder structures to enable innovation.

•	 Create the necessary funding structures to support RegTech solutions.
•	 Inform innovators earlier about upcoming regulations and potential 

business opportunities.

This memorandum aims to stimulate policy, business and investment 
discussions on the potential of enabling RegTech and ultimately create inno-
vation ecosystems to catalyse the emergence of RegTech solutions to power 
the European economy.

There is a window of opportunity for Europe to become a global leader 
in the development and use of RegTech for the digital economy, demonstrat-
ing how technological solutions can enable companies across sectors to be 
responsible, highly innovative, and globally competitive.
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Tiivistelmä

Euroopan unioni on ryhtynyt historialliseen lainsäädäntötyöhön, jonka 
tarkoituksena on hallita vastuullisesti digitaalisia teknologioita. Digipalvelu-
säädös, digimarkkinasäädös, tekoälysäädös, datasäädös ja datanhallinta-ase-
tus tuovat ennennäkemättömiä sääntöjä, jotka ohjaavat teknologioiden ja 
digitaalisessa muodossa tallennetun tiedon kehitystä, käyttöönottoa ja hal-
lintaa. Nämä viisi keskeistä säädöstä pyrkivät luomaan raamit luotettavalle ja 
ihmiskeskeisyyteen perustuvalle digitaaliselle vuosikymmenelle.

Sääntely-ympäristö on monimutkainen ja luo kiireellisesti ratkottavan 
haasteen: Kuinka kaikenkokoiset yritykset, jotka kuuluvat viiden keskeisen 
säädöksen soveltamisalaan, pystyvät panemaan pitkälle menevät säännöt 
täytäntöön samalla kun ne pyrkivät säilyttämään innovatiivisuutensa ja kil-
pailukykynsä? Sääntelyteknologia (RegTech) on uusi ohjelmisto- ja infra-
struktuuriratkaisujen ala, joka voi merkittävästi viedä säänneltyä digitaalista 
taloutta eteenpäin suuressa mittakaavassa.

Tämä muistio osoittaa, että sääntelyteknologian ratkaisut voivat tarjota 
perustan, joka voi vauhdittaa digitaalisia innovaatioita ja kasvua Euroopan 
säännellyssä digitaalisessa taloudessa. Aivan kuten sääntelyteknologia mul-
listi rahoituspalvelut vuoden 2008 maailmanlaajuisen finanssikriisin jälkeen 
ratkomalla sääntelyn monimutkaisuuksia, se voi nyt käynnistää vastuullista, 
huippuluokan ohjelmisto- ja teknologiakehitystä datan, web 3.0:n, laajenne-
tun todellisuuden tai tekoälyn aloilla.

Ilmastonmuutos ja digitalisaatio ovat 2000-luvun kaksi suurta haastetta. 
Sääntelyteknologia on vastuulliselle teknologialle sama kuin ilmastoteknolo-
gia, kuten hiilidioksidin talteenotto tai fuusioteknologia, on ilmastonmuu-
tokselle: se mahdollistaa sääntelyn vaikutuksen isossa mittakaavassa.

Sääntelyteknologiaratkaisuilla voidaan saavuttaa sääntelyn tehokkuus 
suuressa mittakaavassa; edistää sääntelyn oikeudenmukaisuutta tarjoamalla 
myös pienemmille toimijoille välineitä, joiden avulla ne voivat olla innovatii-
visia ja silti noudattaa vaatimuksia; ja parantaa sääntelyn ketteryyttä vähen-
tämällä huippuluokan innovaatioiden sääntelyyn liittyviä kuluja, kuten 
kokeiluympäristöjen eli hiekkalaatikoiden ja muiden lähestymistapojen 
kautta. Ne ovat sekä sääntelyn täytäntöönpanon valvonnan että erittäin inno-
vatiivisen ja suorituskykyisen digitaalitalouden rakentamisen välineitä.



8ENABLING THE RESPONSIBLE USE OF TECHNOLOGY AT SCALE – Why Europe needs a regulatory technology innovation ecosystem 

Olemme määrittäneet viisi sääntelyteknologian pääryhmää digitaalisessa 
taloudessa:
•	 Riskeihin ja toimintoihin liittyvä teknologia: Organisaatioiden 

sisäiset työkalut, joiden avulla ne voivat hallita uusien säädösten noudat-
tamista.

•	 Vaatimustenmukaisuuteen ja raportointiin liittyvä tekno-
logia: Organisaatioiden työkalut, joiden avulla ne voivat raportoida 
sääntelyviranomaisille ja tehdä yhteistyötä niiden kanssa.

•	 Valvova teknologia: Työkalut, joiden avulla sääntelyviranomaiset 
voivat valvoa organisaatioita uusien säädösten mukaisesti.

•	 Eettinen teknologia: Työkalut, joiden avulla organisaatiot voivat 
navigoida eettisesti harmailla alueilla ja käyttää vielä sääntelemätöntä 
teknologiaa.

•	 Mahdollistava infrastruktuuriteknologia: Infrastruktuurityö-
kalut, jotka ottavat huomioon ja panevat täytäntöön lainsäädännöllisiä 
vaatimuksia suunnittelun avulla sekä mahdollistavat niihin pohjautuvia 
vastuullisia palveluja.

Vastuullisen kasvun ja innovoinnin mahdollistaminen Euroopassa vaatii 
hallitusten, sijoittajien, yritysten ja asiantuntijoiden välisiä koordinoituja 
toimia. Tässä muistiossa esitetään neljä konkreettista suositusta, jotka voi-
daan toteuttaa välittömästi:
•	 Muodostetaan yhteinen eurooppalainen visio sääntelyteknologian mah-

dollisuuksista Euroopan datastrategian ja vastuullisen teknologian 
uuden aikakauden toteuttamisessa.

•	 Kootaan Euroopassa yhteen sääntelyteknologian ekosysteemi ja luodaan 
innovoinnin mahdollistavia monien sidosryhmien välisiä rakenteita.

•	 Luodaan tarvittavat rahoitusrakenteet tukemaan sääntelyteknologiarat-
kaisuja.

•	 Tiedotetaan innovoijille hyvissä ajoin tulevista säädöksistä ja potentiaali-
sista liiketoimintamahdollisuuksista.

Tämän muistion tarkoituksena on herättää keskustelua politiikkatoi-
mien, liiketoiminnan ja investointien tasolla sääntelyteknologian tarjoamista 
mahdollisuuksista sekä luoda innovaatioekosysteemejä, jotka voivat vauhdit-
taa sääntelyteknologioiden syntyä ja asemoitumista Euroopan talouden 
voimanlähteeksi.

Euroopalla on tilaisuus nousta maailman johtavaksi digitaalitalouden 
sääntelyteknologian kehittäjäksi ja hyödyntäjäksi. Se voi osoittaa, miten 
teknologiset ratkaisut voivat auttaa eri alojen yrityksiä toimimaan vastuulli-
sesti, innovatiivisesti ja samalla kilpailukykyisesti maailmanlaajuisesti.
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Sammanfattning

Europeiska unionen (EU) påbörjar en historisk våg av regleringar för att 
styra digital teknologi på ett ansvarsfullt sätt. Digital Services Act (DSA), 
Digital Markets Act (DMA), Artificial Intelligence Act (AIA), Data Act samt 
Data Governance Act (DGA) kommer att skapa aldrig tidigare skådade reg-
ler som vägleder utveckling, implementering och styrning av teknologi och 
digitalt lagrad information. Dessa “Big Five”-regleringar syftar till att forma 
ramverket för ett pålitligt och människocentrerat digitalt decennium.

Denna nya regleringsmiljö är komplex och innebär en trängande utma-
ning: Hur kommer företag av alla storlekar som faller inom tillämpningsom-
rådet för Big Five-regleringarna att kunna implementera dessa ambitiösa 
regler, samtidigt som de förblir innovativa och konkurrenskraftiga? Regula-
tory Technology (RegTech) är ett nytt fält inom programvaru- och infra-
strukturlösningar som kan driva en reglerad digital ekonomi i stor skala.

Denna rapport visar på att RegTech-lösningar har potential att bli den 
ryggrad som möjliggör och stimulerar digital innovation och tillväxt i Euro-
pas reglerade digitala ekonomi. Precis som RegTech revolutionerade finan-
siella tjänster efter den globala finanskrisen år 2008 genom att absorbera 
regulatorisk komplexitet, kan det nu katalysera ansvarsfull och banbrytande 
programvaru- och teknikutveckling för data, webb 3.0, extended reality, samt 
artificiell intelligens.

Om det finns två stora utmaningar under 2000-talet – klimatföränd-
ringar och digitalisering – kan RegTech vara för ansvarsfull teknologi vad 
ClimateTech som koldioxidinfångning eller fusionsteknik är för klimatför-
ändringar: en möjliggörare av regulatorisk påverkan i stor skala.

RegTech-lösningar kan uppnå regulatorisk effektivitet i stor skala och 
skapa rättvisa i regelverket eftersom dessa utrustar mindre aktörer med verk-
tyg för att vara mycket innovativa och ändå kompatibla, samt förbättra regel-
verkets smidighet genom att minska kostnaderna för regulatoriska experi-
ment i samband med banbrytande innovationer via “sandlådor” och andra 
tillvägagångssätt. De är både en vektor för att genomdriva regleringar och för 
att bygga en mycket innovativ och presterande digital ekonomi.

Vi definierar fem nyckelkategorier för RegTech och den digitala ekono-
min:
•	 Risk- och verksamhetsteknologi: Interna verktyg för organisa-

tioner så att de kan hantera efterlevnad under nya regleringar.
•	 Efterlevnads- och rapporteringsteknologi: Verktyg för orga-

nisationer så att de kan rapportera till och interagera med tillsynsmyn-
digheter.

•	 Tillsynsteknologi: Verktyg för tillsynsmyndigheter så att de kan 
övervaka organisationer under nya regleringar.
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•	 Etikteknologi: Verktyg som kan hjälpa organisationer att navigera i 
etiska gråzoner och bland oreglerad teknologi.

•	 Möjliggörande infrastrukturteknologi: Infrastrukturverktyg 
för att absorbera och genomdriva lagstadgade krav och göra det möjligt 
att bygga ansvarsfulla tjänster ovanpå dessa.

För att möjliggöra en ansvarsfull tillväxt och innovation i Europa krävs 
samordnade åtgärder mellan regeringar, investerare, entreprenörer och 
experter. Denna rapport tillhandahåller fyra konkreta rekommendationer 
som kan hanteras nu:
•	 Utforma en gemensam europeisk vision av potentialen hos RegTech för 

implementeringen av den europeiska datastrategin och den nya eran av 
ansvarsfulla teknologier.

•	 Sammanfoga ett europeiskt RegTech-ekosystem och skapa federerade 
multiintressentstrukturer för att möjliggöra innovation.

•	 Skapa nödvändiga finansieringsstrukturer som stödjer RegTech-lös-
ningar.

•	 Informera innovatörer om kommande regelverk och potentiella entre-
prenörsmöjligheter på ett tidigare stadium.

Denna rapport syftar till att starta diskussioner om policyer, entrepre-
nörskap och investeringar gällande potentialen för att möjliggöra RegTech 
och att i slutändan skapa innovationsekosystem för att katalysera framväxten 
av RegTech-lösningar som driver den europeiska ekonomin.

Det finns ett fönster av möjligheter för Europa att bli globalt ledande i att 
utveckla och använda RegTech för den digitala ekonomin, och att visa hur 
tekniska lösningar kan driva företag inom olika industrier att vara ansvars-
fulla, mycket innovativa och globalt konkurrenskraftiga på samma gång.
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1. Introduction

Under European Commission President Ursula von der Leyen, the agendas 
“A Europe fit for the digital age” (2020a) and the “European Data Strategy” 
(2020b) initiated a globally unprecedented wave of regulation of the use of 
digital technologies and services. The agendas aimed to lay the foundations 
for a values-based data economy and digital single market inscribed in the 
larger strategic goal of the ‘twin transition’ to create a sustainable future for 
Europe.

Only a few years after the 2016 General Data Protection Regulation 
(GDPR), the Digital Services Act (DSA), Digital Market Act (DMA), Artifi-
cial Intelligence Act (AIA), Data Act, Data Governance Act (DGA) (the 
so-called ‘Big Five’ proposals for the data economy) and other initiatives 
stemming from the European Data Strategy create groundbreaking rules for 
the fair and responsible use of data and digital technologies in the 27-mem-
ber bloc (see Bräutigam et al. 2022).

Moreover, as with the “Brussels effect” of the GDPR, these new require-
ments for digital services, technologies, and data uses are set to serve as 
inspiration for governments around the world to pass similar new and 
far-reaching regulatory frameworks for digital technologies.

But this historic wave of new rules for the responsible use of technolo-
gies begs crucial questions:
•	 How will unprecedented regulation of this scale work in practice?
•	 How will companies of all sizes, and not only the world’s largest multina-

tional corporations, be able to be both responsible and compliant with 
the new rules and highly innovative at the same time?

•	 How will small and medium-sized enterprises – the powerhouse of 
Europe’s economy and now faced with a multitude of highly complex 
new digital regulatory requirements – be able to use cutting-edge tech-
nology and scale to operate in multiple markets simultaneously?

•	 How will compliance and enforcement work in practice, and how will 
the European Commission and national regulators be able to supervise 
thousands of complex businesses?
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This new era of regulated technology poses unprecedented challenges 
for both companies and regulators.

As the EU takes the lead in regulating the responsible use of technology, 
it must find the right solutions to remain attractive and competitive in the 
global digital economy. European providers of technology solutions and 
services, as well as their clients, must now demonstrate how to develop, 
deploy and use technology responsibly while being highly performant. This 
will require agile approaches to the implementation of the Big Five regula-
tions, ranging from public-private partnerships and better-funded regulators 
to experimental sandboxes.

But to enable the responsible use of technology easily, efficiently and 
at scale, initiatives to impose regulatory standards on technology must be 
driven by the technology itself – a concept known as Regulatory Technol-
ogy or RegTech.

RegTech is an emerging field of innovative start-ups that provide ethical, 
risk management, compliance, and supervisory services as software tools. It 
also involves the development of novel standards and enabling infrastruc-
tures that businesses need to operate their digital services, AI systems, or 
data spaces effectively and responsibly.

If there are two major challenges in the 21st century – climate change 
and digitalisation – then RegTech is to responsible technology what Climate-
Tech, such as carbon capture or fusion technology, is to climate change: the 
enabler of regulatory impact at scale.

As this report will show, for businesses to flourish in the digital decade 
of regulated technologies, we can learn from parallels with the financial 
sector in the aftermath of the 2008 global financial crisis. Almost 15 years 
ago, Europe and other regions of the world gradually adopted far-reaching 
new financial regulatory frameworks for the banking sector. The highly 
digitalised financial industry suddenly looked for new solutions to operate 
competitively and responsibly in a fast-paced, highly regulated, cross-border 
environment. In response to this demand, RegTech solutions emerged as a 
major enabling innovation catalyst in the burgeoning financial technology 
(fintech) sector, enabling companies to navigate a complex cross-border 
policy and compliance landscape and to grow and operate responsibly in a 
highly regulated market.

This historic wave of new rules for the 
responsible use of technologies begs crucial 
questions, such as: how will unprecedented 
regulation of this scale work in practice?
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This report aims to stimulate policy, entrepreneurial, and investment 
discussion on the potential of enabling RegTech to drive the technology 
sector in Europe and globally, and how to create corresponding innovation 
ecosystems to catalyse its emergence.

This report begins with a conceptual definition of RegTech for the digital 
economy and draws historical comparisons with the emergence of RegTech 
in the fintech sector following the 2008 global financial crisis. For each of the 
five new digital regulations in the EU (Big Five), it analyses the potential of 
RegTech solutions to address the challenges of their implementation from 
the perspective of different actors in the data economy. The report also pre-
sents case studies of RegTech providers of relevant solutions.

The report concludes with concrete recommendations on what Euro-
pean stakeholders, including the EU institutions, member states, venture 
capital investors, and businesses, can do to accelerate a thriving RegTech 
innovation ecosystem that enables the responsible use of technologies at 
scale to drive the twin transition.
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2. The emergence of 
RegTech: from the financial 
sector to the responsible 
use of digital technology

While one can argue that regulation has always been enabled by technology 
– from the invention of paper that allowed the spread of administrative rules 
at scale, to punch cards, or digital spreadsheets to report on risks and com-
pliance – RegTech is a fairly new phenomenon.

Definition for RegTech

The Cambridge Centre for Alternative Finance has defined RegTech 
as ”any use of technology to match structured and unstructured data 
to information taxonomies or decision rules that are meaningful to 
both regulators and the firms they regulate, in order to automate 
compliance or oversight processes” (Cambridge 2019). 

RegTech as a term is mainly associated with a subcategory of financial tech-
nology, fintech, that emerged in the 2010s and encompasses the use of digital 
technologies in financial services. With the advent of stricter financial regu-
lations after the 2008 financial crisis, which coincided with the mainstream 
adoption of such new technological innovations, RegTech established itself 
as a fast-growing fintech vertical.

2.1. Lessons from the RegTech solutions in the 
financial sector

The 2008 global financial crisis, also known as the Great Recession, was a 
severe economic downturn caused by the collapse of the US housing market, 
which led to a domino effect of financial institution failures, credit freezes, 
and widespread job losses, triggering a global recession with lasting impacts 
on economies worldwide. The crisis exposed vulnerabilities in the global 
financial system and raised concerns about the adequacy of regulatory over-
sight and risk management practices.

After the 2008 crisis, the financial sector saw two major developments in 
the EU: the rise of regulation to increase stability in the financial system 
through extensive new reporting and compliance requirements and the 
emergence of fintech. The latter has blended traditional financial services 
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with big data, artificial intelligence, digital identity or blockchain technolo-
gies to create new applications and services in both B2B and B2C segments, 
thereby creating new risks through the use of new disruptive technologies in 
financial services.

In the EU, major regulatory initiatives since the 2010s have created 
extensive compliance requirements for the developers, providers and users of 
financial services.

Figure 1. The main regulatory initiatives adopted in the 
financial services industry in the EU in the past decade.

These regulations, further enhanced by the EU’s General Data Protec-
tion Regulation (GDPR), have led to a growing need in the financial services 
industry to search for technological solutions to manage the implementation 
of new and far-reaching regulatory reporting requirements and correspond-
ing risk and compliance management. Likewise, regulators had to find solu-
tions to collect and analyse ever-increasing amounts of financial data in 
order to audit the industry.

The confluence of the data-heavy and digitalised financial services 
industry and the new regulatory requirements in the aftermath of the 
financial crisis thus made it possible for RegTech software solutions to 
emerge and be adopted, leading to the rise of a thriving financial RegTech 
ecosystem in Europe.

Alternative Investment Fund 
Managers Directive (AIFMD)

2008 2010 2012 2014 2016 2018 2020 2022 2024

Capital Requirements Directive 
IV and the Capital Requirements 
Regulation (CRD IV/CRR)

European Markets Infrastructure 
Regulation (EMIR)

Markets in Financial Instruments 
Directives (MiFid) 

Regulation on electronic 
identification and trust services 
(eIDAS)

Payment Services Directive II 
(PSDII) 

Anti-Money Laundering Directive  
(AMLD 5)

Markets in Crypto-Assets 
Regulation (MiCA)

Proposed Adopted Effective



16ENABLING THE RESPONSIBLE USE OF TECHNOLOGY AT SCALE – Why Europe needs a regulatory technology innovation ecosystem 

RegTech has fundamentally transformed the financial services market. 
The mainstream availability of RegTech solutions to businesses has become a 
key enabler of responsible behaviour in the financial industry at scale and 
across different jurisdictions. Without the RegTech solutions, financial ser-
vices as we know them today would not be able to operate, as the next sec-
tion shows.

Table 1. Three main areas for RegTech solutions in the 
financial sector can be identified

RegTech Verticals Users Solutions
Risk and Operations 
Tech

Businesses or other 
organisations internally to 
navigate compliance exposure 
in day-to-day operations

Helping to identify and manage 
regulatory risks through 
dashboards and data integration

Conducting data analytics to 
enhance corporate decision-
making

Monitoring corporate 
transactions

Maintaining and organising 
obligatory know-your-customer 
data

Deploying fraud and anti-money 
laundering detection solutions

Staying up-to-date on regulatory 
requirements

Compliance and 
Reporting Tech

Businesses or other 
organisations to structure 
their interaction with 
governments or regulatory 
bodies to fulfil their legal 
compliance obligations

Structuring of the data 
collection and compliance 
reporting

Automated internal audits that 
can be electronically submitted 
to supervisors

Supervisory Tech Regulatory and supervisory 
bodies to analyse data 
from businesses and other 
organisations

Conducting data-driven audits 
of businesses

Scrutinising real-time financial 
markets data

(For an overview of leading global examples of fintech Regtech, see for example 

Deloitte 2023. For a comprehensive overview of EU RegTech case studies, see for 

example European Banking Authority 2021).

RegTech has become a major investment focus for venture capitalists, 
triggering the emergence of specialised incubation and acceleration struc-
tures in the fintech ecosystem across Europe. According to a market study, 
there were over 140 RegTech solutions in the financial sector in Europe in 
2019 (Franco-German VC XAnge 2019). For example, the annual industry 
compliance cost of the EU Markets in Financial Instruments Directive II was 
estimated at €689 million in Europe, which explains why RegTech and pro-
cess automation solutions are in high demand.
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In 2022 alone, an estimated €17 billion was invested worldwide in 
RegTech companies specialised in solutions for the financial sector through 
venture capital, private equity, or mergers and acquisitions investments, up 
from €10.8 billion the year before, despite the overall decline in fintech 
investment (Statista, 2023). In the financial sector, regulation in multiple 
jurisdictions worldwide has de facto generated the need and demand for a 
new RegTech market, which forecasters estimate will grow into a €183 billion 
sub-industry of the financial sector by 2026 (Juniper Research, 2022).

2.2. The potential of RegTech in enabling the 
responsible use of digital technology at scale

With its vision of the digital decade that is “human-centric” and “sustaina-
ble” and empowers both “citizens and businesses”, the European Union, 
under the Commission’s leadership of President Ursula von der Leyen, has 
created an unprecedented and globally pioneering comprehensive regulatory 
framework for the digital economy (European Commission, 2021).

The Digital Services Act (DSA), Digital Markets Act (DMA), Artificial 
Intelligence Act (AI Act), Data Act, and Data Governance Act (DGA) will 
create groundbreaking guidelines and obligations for the digital economy to 
operate responsibly in a similar way to what the General Data Protection 
Regulation (GDPR) of 2016 has already done in the past in the field of pri-
vacy.

General Data Protection Regulation

The General Data Protection Regulation (GDPR) was initially proposed 
by the European Commission on 25 January 2012 as a comprehensive 
reform of data protection laws in the European Union. After extensive 
deliberations and revisions, the regulation was officially adopted on 
27 April 2016 and became enforceable on 25 May 2018. The GDPR 
aims to strengthen individuals’ privacy rights, establish stringent data 
protection standards and impose significant responsibilities on organ-
isations that handle personal data within the EU, thereby fostering a 
more secure and transparent digital environment.
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Figure 2: The main regulatory initiatives adopted in the EU 
digital services industry following the Data Strategy of 2020

If we compare the financial market with the digital economy, the poten-
tial for RegTech is of both political and economic importance. Politically, 
enabling the responsible use of digital technologies at scale is a current prior-
ity in the EU. Economically, the scale of European innovation and productiv-
ity that could be responsibly driven by RegTech is considerable.

As for the financial sector, many companies deploying or using digital 
technologies will find it prohibitive to develop complex internal processes 
from scratch, let alone streamlined and robust corresponding software or 
technology solutions. Concerns about complexity, fears of high legal consult-
ing costs and insufficient resources for additional staff members to manage 
risk and compliance are therefore creating a strong demand for RegTech 
solutions that enable the responsible use of technology at scale.

The digital services, data, and artificial intelligence sectors, ranging from 
developers and providers to their corporate users, have the potential to sur-
pass the fintech sector. The combined Gross Value Added (GVA) of the 
finance and insurance sectors to Europe’s economic growth was EUR 588 
billion in 2022 (Atomico, 2022). The technology sector already surpassed 
these traditional European powerhouse industries in 2017, contributing €735 
billion to EU GVA in 2022. The value of the data economy in the EU27 alone 
is estimated to be 5.8 per cent of EU GDP or €829 billion by 2025 (European 
Commission, 2020c). We are thus witnessing the historic regulation of a 
market larger than the financial services industry.

2.3. Identifying potential areas for RegTech

Before analysing each of the new digital regulations in the EU (the Big Five) 
in the next chapter, we will take a closer look at the five categories of 
RegTech for the digital economy. We can identify the same three areas for 
RegTech that we already know from the financial services sector, as 
described above (Table 1), as well as two new ones.

Data Governance Act (DGA)

2020 2021 2022 2023 2024 2025 2026

Digital Services Act (DSA)

Digital Markets Act (DMA)

Data Act

Artificial Intelligence Act (AIA)

Proposed Adopted Effective Expected adoption Expected application
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Table 2: Five main areas for RegTech solutions in the digital 
economy.

RegTech Verticals Users Solutions
Risk and Operations 
Tech

Businesses or other 
organisations internally to 
manage their compliance 
obligations under the Big Five

Internal risk management

Data analytics

Data-enhanced corporate 
decision-making

Technology and interactions 
monitoring

Abuse detection

Staying abreast of regulatory 
requirements

Compliance and 
Reporting Tech

Businesses or other 
organisations to structure 
their interactions with 
governments and regulatory 
authorities

Collecting relevant data points 
for audits by regulators

Submitting reports and data to 
supervisors

Structuring data for 
transparency reporting and 
explainability of the functioning 
of systems

Supervisory Tech European and national 
supervisors alike to achieve 
effective regulatory oversight 
of businesses and other 
organisations to enforce new 
regulations in the data-driven 
industries at scale

The sheer volume and technical 
complexity of data spaces and 
collaboration networks, as 
well as artificial intelligence 
systems, may make traditional 
human oversight impossible 
and controls by email 
communication and spreadsheet 
reporting untenable

For example, only for DSA 
compliance, the European 
Commission is obliged to hire 
dozens of experts to be able 
to audit Very Large Online 
Platforms, or VLOPs (Goujard & 
Scott, 2023)

NEW: Ethical Tech Companies and other 
organisations

Navigating the risks of yet 
unregulated uses of new 
technologies, such as computer-
brain interfaces or quantum 
computing

Navigating the grey zone areas of 
existing regulations (for example 
moderating illegal content under 
the DSA)

NEW: Enabling 
Infrastructure Tech

Companies and other 
organisations to build their 
services on top of to be 
compliant by design

A multitude of infrastructure 
platforms, tools and services 
ranging from for-profit RegTech 
companies to non-profit public-
interest technology solutions

Absorbing regulatory 
complexities

Automatically enforcing new 
legal requirements by design

Proprietary or open-source 
technological infrastructure 
protocols

Application programming 
interfaces

Data-sharing solutions

Blockchain and smart-contract 
solutions

Digital ID systems

Foundational ethical AI models
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A defining dynamic of the data-driven economy is the rapid pace of 
innovation and the constant new ethical challenges related to potentially 
disruptive uses of new technologies. Cutting-edge companies find them-
selves in situations where, as private actors, they have to set norms and rules 
in the absence of clear and granular public regulation. The time between 
disruptive technologies entering the markets and the design of ex-post regu-
lation is a recurring and well-known challenge for both policymakers and 
innovative enterprises, to which RegTech tools (see Ethical Tech) could pro-
vide a partial solution.

Example: A RegTech service solution to manage the 
GDPR compliance obligations

The GDPR triggered the emergence of a US-based RegTech soft-
ware-as-a-service (SaaS) company, OneTrust, which provides risk 
and operations, as well as compliance and reporting technology for 
the GDPR and similar frameworks around the world. In 2020, it was 
the fastest growing company in the US, growing by 48,000 per cent 
between 2017 and 2020 and resulting in a valuation of €4.7 billion. It 
was an early demonstration that unicorn companies can be built in 
RegTech for the digital economy market segment (OneTrust, 2020; 
Miller, 2020).

Risk and Operations Tech, Compliance and Reporting Tech
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3. RegTech potential in the 
context of the EU’s Big Five 
regulations

This section presents each of the Big Five regulations and the potential for 
the different types of RegTech tools outlined in the previous section. The 
potential is linked to the provisions introduced by the Big Five, further high-
lighted with use cases.

The Big Five refers to the legislative proposals that emerged from the 
European Data Strategy of February 2020 (Bräutigam et al. 2022): the Digital 
Services Act (DSA), the Artificial Intelligence Act (AIA), the Data Govern-
ance Act (DGA), the Data Act, and the Digital Markets Act (DMA).

3.1. The Digital Services Act

The DSA, which updates the rules governing digital services in the EU two 
decades after the 2000 e-Commerce Directive, was first tabled in December 
2020 and adopted in October 2022. Providers of a wide variety of digital 
services in the European market will have to comply with the DSA from 
February 2024 onwards.

The DSA aims to clarify the responsibilities and obligations of online 
platforms with regard to the provision and moderation of content and the 
offering of products for sale on online marketplaces while retaining the key 
principles of the e-Commerce Directive (Bräutigam et al. 2022). To achieve 
its goal of a safer and more trustworthy online environment, the DSA intro-
duces specific responsibilities for different types of providers of digital ser-
vices:
•	 online intermediaries such as Internet access providers and domain 

registrars that transfer data between users;
•	 hosting providers such as cloud services and hosting companies that 

store information
•	 online platforms such as social media platforms or marketplaces that 

distribute user-generated content;
•	 very large online platforms (VLOPs) or very large online search engines 

(VLOSEs) with at least 45 million active service recipients per month, as 
identified by the European Commission.

The supervision of the DSA is a shared responsibility between member 
states and the European Commission.
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Table 3: The DSA and the potential for different types of 
RegTech solutions

RegTech Verticals RegTech Potential
Ethical Tech The DSA establishes several notice and take down obligations 

for illegal content. However, it does not define what constitutes 
illegal content, leaving this definition to each of the 27 member 
states in (potentially diverging) national legislation. It also leaves 
to national discretion how illegal content is to be detected and 
moderated.

This creates a demand from online intermediary service 
providers for ethical tech solutions to help them run their 
content moderation processes and absorb the complexity of 
developing transnational standards to comply with multiple 
jurisdictions at the same time.

Risk and Operations 
Tech

The DSA imposes fines of up to 6 per cent of global turnover for 
non-compliance by digital service providers covered by the scope 
of the DSA. Providers of online intermediary services therefore 
have to establish internal monitoring and management systems 
to analyse their risk exposure.

Compliance and 
Reporting Tech

The DSA requires online platforms and online search engines 
to report information on the average monthly active recipients 
of their services in the EU on their online interface every six 
months, in addition to a myriad of transparency requirements 
and the implementation of notice-and-action systems.

This creates a demand from online platform and search engine 
providers for technical solutions to manage compliance and 
reporting processes.

Supervisory Tech Enforcement of the DSA is shared between the European 
Commission and member states. The Commission is responsible 
for monitoring and sanctioning VLOPs and VLOSEs, while 
a digital services coordinator appointed by each respective 
member state is responsible for the providers of all other types 
of intermediary services.

Debates about the capacity of the Commission staff to 
effectively monitoring the conduct of some of the world’s largest 
companies using data submitted via email and spreadsheets 
demonstrate the innovative potential for supervisory technology 
solutions.

Enabling Infrastructure 
Tech

The DSA introduces new measures to protect minors using 
digital services and other types of sensitive categories of data. 
For example, online platforms may not target advertising to 
minors or based on sensitive personal data.

This will create demand from online platform providers for 
innovative infrastructure solutions for age verification of users. 
This could trigger the development and widespread deployment 
of appropriate digital identity systems.

One could also imagine the emergence of public interest 
recommender algorithms that incorporate ethical and legal 
requirements by design into their architecture, or other 
infrastructure solutions that will emerge as the DSA is enforced 
and the platform industry, as well as their users look for new 
ways to ensure that content is complies with the DSA.
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Example: AI-enabled detection and notice systems 
for content moderation

As an example of ethical tech and risk and operations tech solutions, 
Tremau is a Paris-based seed-stage trust and safety software-as-a-
service company that provides an end-to-end platform for digital 
services, especially VLOPS, for DSA-compliant content moderation, 
including AI-powered detection, notice and action systems or inte-
grated best-practice workflows. It has received a €1.2 million seed 
investment (Crunchbase, 2023) and is incubated at the INSEAD incu-
bator on the world’s largest start-up campus, Station F, where it was 
selected as a Future 40 top startup in 2022.

Ethical Tech, Risk and Operations Tech 

3.2. The AI Act

In April 2021, the European Commission published the proposal for a 
framework for trustworthy AI, the Artificial Intelligence Act (AIA). This 
aims to ensure the human-centred and ethical development of AI by striking 
a balance between the security of citizens and the development of new, inno-
vative technologies. The AIA aims to ensure that AI systems placed on the 
market or put into service in the EU are safe and respect existing laws on 
fundamental rights and European values (Bräutigam et al., 2022).

If adopted, the AIA will introduce requirements for the providers, 
deployers, importers, distributors and users of AI systems in the EU to 
adhere to strict rules on data quality, accountability, human oversight and 
transparency. The AIA is notably based on a technology-neutral definition of 
AI systems, and its obligations distinguish between the uses of AI that create:
•	 an unacceptable risk, such as social scoring, subliminal manipulation as 

a way of exploiting vulnerabilities of children and specific groups of 
persons, and ‘real-time’ remote biometric identification for law enforce-
ment. All of these would be banned under the AIA; however, negotia-
tions are ongoing in the autumn of 2023.

•	 a high risk, such as AI systems in the fields of critical infrastructure, 
education, employment, law enforcement, justice or credit scoring, as 
well as access to other essential public services which would have to pass 
a third-party conformity assessment;

•	 limited risk, such as chatbots, which would be subject to transparency 
requirements and the like; and

•	 minimal risk, such as spam filters, which would not face any special new 
obligations.
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The supervision of the AIA is managed in each member state by compe-
tent authorities. In addition, the Commission has proposed the formation of 
an AI Board as an additional governance structure to assist member states in 
the implementation of the Act.

Table 4. The Artificial Intelligence Act and the potential for 
different types of RegTech solutions

RegTech Verticals RegTech Potential
Ethical Tech Developers and data scientists developing and deploying AI 

systems require tools to ensure that their models are robust and 
meet the safety and ethical standards that emerge from the AIA, 
such as the detection of bias.

Risk and Operations 
Tech

The AIA introduces wide-ranging obligations to relevant 
operators especially for high-risk AI systems in relation to 
quality and risk management, data governance, technical 
documentation, ante-market conformity assessments, post-
market monitoring, and record keeping of automatically 
generated logs. These include potential obligations to conduct 
fundamental rights impact assessments on aspects such as 
the possible negative impact on marginalised groups or the 
environment, or data protection impact assessments.

The above-mentioned complex processes can be digitalised, 
which creates demand for solutions to manage day-to-day risks 
and operations.

Compliance and 
Reporting Tech

Operators of AI systems will have to cooperate with the 
competent national AI authorities and report any incidents 
regarding the use of the systems they deploy. They will also have 
to have conformity certificates for their systems and submit 
detailed information about their AI systems (how they are 
monitored, internal risk management procedures, etc.).

These new requirements will drive the adoption of new AI-
specific Compliance & Reporting Tech services.

Supervisory Tech Competent supervisory bodies at national and European level 
will receive a large amount of highly complex information about 
the detailed functioning and management of AI systems.

Human oversight of complex algorithms and internal procedures 
of developers and users of AI systems will need to be supported 
by supervisory technology solutions to ensure efficient auditing.

Pioneers, such as the Spanish Agency for the Supervision of 
AI, a first of its kind, already experiments with such solutions 
to automate as many processes as possible (Jiménez Arandia, 
2023).

Enabling Infrastructure 
Tech

Growing discussions around the Generative AI (GenAI) and 
the deployment of Foundation models (such as ChatGPT) and 
other Large Language Models (LLMs) call for more transparent 
approaches to the development of AI systems that are open-
sourced and developed in the public interest. They would 
prioritise trust, safety, equity, and democracy over shareholder 
value and could therefore be based on alternative business 
models, such as public funding or hybrid structures, as well as 
multi-stakeholder governance models

The widespread adoption of AI tools could spur the development 
of new public-interest AI systems with ethical standards by 
design, based on which digital incumbents and entrepreneurs 
can build their compliant AI applications.
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Example: Guiding businesses in AI oversight and de-
tecting bias

Credo.AI is a US-based AI software-as-a-service company that pro-
vides a management dashboard to guide companies in their AI over-
sight, risk management, and governance processes, for example to 
conduct automated audits and related certifications. It also facilitates 
the running of technical risk assessments based on the code of AI 
systems to detect, for example, bias. CredoAI is focused on both the 
European market with its upcoming mandatory AI regulation, as well 
as the US market, where binding federal AI rules are still being de-
veloped. The company was founded in March 2020 and raised a €11.8 
million Series A in May 2023, bringing its total venture capital invest-
ment to €16.9 million (Singh, 2022).

Ethical Tech, Risk and Operations Tech, Compliance and Reporting Tech

3.3. Data Governance Act

In November 2020, the European Commission proposed the Data Govern-
ance Act (DGA) as a first step towards the implementation of the European 
Data Strategy. It aims to establish an effective governance framework for 
European data spaces as well as strengthen confidence and trust among 
stakeholders in the data market (Bräutigam et al. 2022). The DGA was 
adopted in June 2022 and entered into force in September 2023.

The DGA applies to protected data that is already subject to someone 
else’s right (for example personal data, trade secrets, intellectual property 
rights) and aims to create a framework within which such protected data can 
be used.

The DGA includes:
•	 conditions for the re-use of the data held by public sector bodies include 

access to public sector data for both commercial and non-commercial 
uses inside the EU with EU and national information points to request 
data;

•	 data intermediation service: terms and conditions for a new class of 
neutral, non-profit intermediation service providers, which are moni-
tored and supervised by national authorities;

•	 data altruism, including mechanisms to establish new data altruism 
organisations to collect data in the general public interest (for example, 
research on rare diseases) with a specific EU registry and obligations 
supervised by national authorities.

The DGA leaves the definition of sanctions and enforcement measures 
to member states.
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Table 5. The Data Governance Act and the potential for 
different types of RegTech solutions

RegTech Verticals RegTech Potential
Ethical Tech The DGA establishes data altruism organisations with room for 

standards to be created from the ground up. Although there 
is great potential in the ethical Regtech market, it is unclear 
whether the total addressable RegTech market is large enough to 
trigger commercial ethical tech RegTech offerings.

Risk and Operations 
Tech

The DGA establishes strict monitoring requirements for the 
reuse of public sector or data altruism data, as well as for the 
operation of data intermediation services and data altruism 
organisation. Requirements include technical aspects such as 
data standardisation, as well as risk and process management 
software to handle requests and data sharing efficiently.

Compliance and 
Reporting Tech

Data intermediation services and data altruism organisations 
have to comply with a number of DGA requirements, in addition 
to possible national reporting and auditing requirements.

This creates a demand for compliance and reporting tech 
solutions. Given the complexity and anticipated volume of 
data sets, purely human oversight may be impossible without 
technical tools.

Supervisory Tech National competent authorities tasked with enforcing the DGA 
require technical tools to analyse how data intermediation 
services and data altruism organisations operate, handle 
data sets, and trace compliant data reuses. Moreover, public 
authorities could benefit from tools to handle requests for data 
reuse and to grant access to data held by public authorities.

Enabling Infrastructure 
Tech

The DGA has a very high potential for Enabling Infrastructure 
Tech. How data is structured, managed, and shared requires 
technical solutions ranging from technical protocols to data-
sharing systems.

Considering that RegTech companies are not only those that 
are “accidentally” triggered by regulation to help implement 
it, but also specific new types of companies, whose creation 
is envisaged by regulation itself. In the latter case, data 
intermediation services and data altruism organisations are 
themselves examples of Enabling Infrastructure Tech solutions. 
They will be technology companies or public-interest initiatives 
that build the new infrastructure for data reuse and sharing 
in the EU, beyond the already existing cloud service providers, 
which are excluded from the scope of the DGA.

Example: MyDataShare Platform, infrastructure to 
establish trust

The Vastuu Group is a Finnish company that operates the MyData-
Share Platform, a data intermediary certified as MyData Operator by 
the MyData initiative (Vastuu Group, 2020). It provides a personal data 
management infrastructure that integrates commercial, regulatory, 
technological, and ethical requirements for compliant data use. Their 
technical infrastructure and services, such as personal identification 
and consent management, establish trust between different stake-
holders, such as individuals, data-sharing organisations and business-
es, as intended by the Data Governance Act.

Enabling Infrastructure Tech, Risk and Operations Tech, Ethical Tech
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3.4. Data Act

In February 2022, the European Commission published its proposal for the 
Data Act. The Data Act aims to clarify the rules around sharing data from 
connected devices between users, providers, and third parties. This way, it 
aims to promote data-driven innovation and will help to unlock troves of 
industrial data that are currently unused as well as ensure fairness in the data 
value chain among all those within the data economy (Bräutigam et al. 
2022).

The Data Act includes:
•	 common rules for the sharing of non-personal data generated by indus-

trial machines or the cyber-physical infrastructure such as connected 
devices;

•	 fairness in data sharing contracts between businesses;
•	 emergency data access powers for public authorities to data held by 

private entities;
•	 switching between providers of cloud and other data-processing ser-

vices;
•	 interoperability requirements for data processing services and smart 

contracts; and
•	 international data access and transfers

The supervision and sanctions are left for member states to determine.

Table 6. The Data Act and the potential for different types of 
RegTech solutions

RegTech Verticals RegTech Potential
Ethical Tech RegTech services created under the Data Act could go beyond 

purely EU legal requirements and integrate elements of data-
sharing ethics into their technical solutions.

Risk and Operations 
Tech

The Data Act imposes requirements for data holders on how to 
manage the collection, management, and sharing of data from 
connected devices, as well as the management of requests from 
users of connected devices to access their data.

Compliance and 
Reporting Tech

Companies operating in the EU will have to develop compliance 
and reporting capacity to demonstrate that they are meeting 
the obligations of the Data Act, in conjunction with the GDPR, 
ePrivacy Directive, Digital Services Act, Digital Markets Act, Data 
Governance Act and even the AI Act.

Supervisory Tech Supervisory authorities in member states will have to develop 
tools to better monitor and audit data-sharing practices in 
line with the Data Act and will require supervisory technology 
solutions. They will also require solutions to manage potential 
emergency access to data held by the private sector.

Enabling Infrastructure 
Tech

Similar to the fintech revolution triggered by PSD2 in the 
banking sector, which allowed customers to switch services and 
provide access to third parties, the Data Act could trigger a big 
wave of Enabling Infrastructure Tech for the switching between 
data processing services such as cloud or edge providers with 
“functional equivalence”.

To enable these new data access rights, data portability, and 
interchangeability of cloud services, Enabling Infrastructure 
Tech services will emerge to facilitate swift and compliant 
switching through technical platforms and standards.
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Example: Data architecture services for data spaces

As an example of Enabling Infrastructure Tech solutions, 1001 Lakes 
is a Finnish company that provides data architecture services for data 
spaces that comply with the EU Data Act, Data Governance Act, and 
other relevant regulations, and also embeds principles for a fair data 
economy (1001 Lakes, 2023).

Enabling Infrastructure Tech, Ethical Tech, Risk and Operation Tech

3.5. Digital Markets Act

The Digital Markets Act (DMA) was proposed by the European Commission 
alongside the DSA in December 2020. It was adopted in September 2022, 
and the so-called gatekeepers must comply with its obligations by March 
2024 at the latest.

The DMA aims to restore real competition to the European single mar-
ket and prevent it from being dominated by the biggest providers of digital 
services, often originating outside the EU with ex-ante provisions (Bräuti-
gam et al. 2022). The DMA only applies to so-called gatekeepers, which are 
the largest providers of intermediary services as identified by the European 
Commission. Gatekeepers operate between business users and end users, 
provide a core platform service in at least three member states, and hold a 
significant and lasting position in the market. Core platform services include 
a long list of services, such as search engines, social media services, vid-
eo-sharing platforms, instant messaging services, operating systems, smart-
phone app stores, cloud services, learning platforms and advertising services.

The DMA establishes several prohibitions and requirements that desig-
nated gatekeepers must comply with if they wish to offer their services to 
European users:
•	 gatekeepers may not combine personal data from core platform services 

and other services without the user’s consent;
•	 gatekeepers may not use any data that is not publicly available to com-

pete with business users;
•	 gatekeepers must enable end-users to port their data to other services 

free of charge;
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•	 other rules apply only to certain core platform services and are more 
open to detailed definition, for example in the case of an operating sys-
tem, software app, virtual assistant, web browser, search engine, social 
media service, and non-number dependent interpersonal communica-
tion services:

	– bans on bundling subscriptions or self-preferencing;
	– fair, reasonable, and non-discriminatory access to search engine 

data and certain data from key core platform services;
	– interoperability of number-independent interpersonal communica-

tion services such as digital chat and call services;
	– requirements to submit general DMA compliance reports to the 

Commission, as well as independently audited information about 
profiling techniques in core platform services.

Gatekeepers risk fines of up to 10 per cent of global turnover for viola-
tions of the DMA and up to 20 per cent for repeated offences.

Table 7. The Digital Markets Act and the potential for 
different types of RegTech solutions

RegTech Verticals RegTech Potential
Ethical Tech Gatekeepers must not combine personal data from core 

platform services with other services without the user’s consent. 
This creates a demand for the development and use of privacy-
enhancing technologies.

Risk and Operations 
Tech

Gatekeepers have an interest in tools that facilitate risk 
management, data governance, technical documentation and 
record keeping to comply with the specific obligations.

This creates a demand from gatekeepers for Risk & Operations 
Tech solutions for managing data access requests or providing 
data portability services to end-users.

Compliance and 
Reporting Tech

Gatekeeper companies will need technical solutions for DMA 
reporting, for example, to track and document their profiling 
techniques across platform services.

Supervisory Tech The European Commission enforces the DMA. This creates a 
demand for technical solutions to facilitate complex audits of 
database structures, data flows, and processing workflows, as 
well as algorithms under the DMA.

Enabling Infrastructure 
Tech

The DMA requires gatekeepers providing messaging services to 
ensure their interoperability. This creates demand for Enabling 
Infrastructure Tech solutions such as common protocols 
and API standards that enable for secure and inter-service 
communication.

Similarly, the obligation for gatekeepers to provide for data 
portability for end-users could create a demand for new Enabling 
Infrastructure Tech solutions.

As the DMA targets the largest corporations in the ecosystem, 
it is as yet uncertain whether service providers will develop 
proprietary solutions due to their large financial resources, or 
whether a dynamic Enabling Infrastructure Tech ecosystem will 
emerge.
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Example: Open-source protocol to allow interopera-
bility of messaging services

As an example of Enabling Infrastructure Tech and Ethical Tech 
solutions, the Decentralised Social Networking Protocol (DSNP) is an 
open-source protocol that, when used by existing Web 2.0 services or 
future Web 3.0 social web platforms ranging from social networks to 
virtual worlds, will enable the interoperability of messaging services 
across digital platforms. This is enabled by innovative Web 3.0 ledger 
technology. The Enabling Infrastructure Tech protocol is managed by 
Project Liberty’s McCourt Institute, a non-profit organisation that ad-
vances responsible innovation and ethical governance for how to de-
velop, invest in, deploy, and regulate new technologies (DSNP, 2023).

Enabling Infrastructure Tech, Ethical Tech 
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4. Why Europe needs a 
coordinated approach to 
create a RegTech innovation 
ecosystem that enables 
the responsible use of 
technology at scale

Now is the time for the European Union to develop a bold vision for 
RegTech and the future of responsible technology.

The rise of the ecosystem of RegTech solutions in the financial sector in 
the EU has been the result of several regulatory measures, without an overar-
ching vision of the role of RegTech solutions prior to the introduction of the 
measures (Buckley et al. 2019).

With the lessons learned from the RegTech solutions in the financial 
sector, the 2020s as the decade of digital regulation calls for a proactive 
approach to harness the opportunities of RegTech to promote a responsible 
and innovative digital economy in Europe.

4.1. Why Europe needs RegTech

Three factors support the strategic adoption of RegTech solutions in the EU. 
This topic is particularly timely as the EU continues to implement the Data 
Strategy.
1.	 Regulatory efficiency at scale. Due to their high data volume 

and algorithmic complexity, the oversight and regulation of data spaces, 
digital services, or AI systems is non-trivial and surpasses human capac-
ities. RegTech solutions for the design and deployment of digital tech-
nologies and services can increase the efficiency of regulating technol-
ogy, which in turn would enable and increase their responsible use at 
scale.

2.	 Regulatory fairness. Compliance is expensive and can distort mar-
kets by favouring larger, well-resourced companies over smaller ones. 
The former tend to have better resources at their disposal to ensure 
compliance. A thriving RegTech market could democratise these capa-
bilities. Competitively priced solutions can help small and medium-sized 
businesses, or smaller large companies, to responsibly deploy innovative 
digital services and products by reducing the compliance burden.
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3.	 Regulatory agility. RegTech solutions can enable more adaptive and 
agile approaches to regulating the digital market. As regulators gain 
confidence that compliance and enforcement are possible thanks to a 
thriving RegTech ecosystem in the EU, the cost of regulatory experimen-
tation for emerging technologies, for example through sandboxes, could 
be reduced. This could lead to a more agile and tailored approach to 
regulating technological solutions based on feedback loops between 
regulators and innovative companies. As a result, this could contribute 
positively to the overall competitiveness of the European industry and 
demonstrate that the responsible approach to digitalisation does not 
compromise the innovation power of the continent. If a flourishing 
RegTech ecosystem exists in Europe, regulators could even incorpo-
rate the use of such RegTech in the design of future regulatory frame-
works for the use of emerging and disruptive technologies.

4.2. Key benefits of RegTech for stakeholders in 
the European digital economy

As shown, RegTech has important enabling benefits that should make it a 
key strategic vector for European tech competitiveness, innovation policy, 
and entrepreneurship.

Table 8: The key benefits of RegTech solutions for EU 
institutions and member states, regulators, SMEs, 
multinational corporations, investors, entrepreneurs, and end 
users.

EU institutions and 
member states

Supervisors (EU, 
national)

SMEs using digital 
technology

Incumbent tech 
companies

Investors Entrepreneurs 
and innovators

Individual  
end-users

Competitiveness: 
Enhance global 
competitiveness of 
EU tech firms.

Values: Incorporate 
EU values in digital 
economy by design 
and at scale.

Fairness: Enable 
innovation by smaller 
actors.

By design: Integrate 
RegTech possibility 
in future regulatory 
design

Leadership: Catalyse 
RegTech champions 
that enable a 
responsible global 
digital economy

Oversight: 
Effective oversight 
of complex 
systems through 
Supervisory Tech 
tools.

Automation: 
Automate 
regulatory 
processes with 
Supervisory Tech.

Agility: Freed 
capacity of 
regulators enables 
experimentation 
and agile 
approaches to new 
technology.

Access: Access 
to cost-efficient 
enabling RegTech 
that absorbs 
regulatory 
complexity.

Level playing 
field: Stimulate 
competitiveness of 
SMEs by removing 
barriers to 
innovation with new 
technology.

Scale: Empower 
SMEs to scale 
across jurisdictions 
faster.

Efficiency: 
Increase 
compliance 
efficiency and 
reduce costs 
through RegTech.

Accountability: 
Demonstrate 
responsible 
technology use.

Manage: Better 
manage complex 
cross-border 
obligations.

Shape: Shape the 
enabling foundation 
that enables a 
responsible digital 
economy as a new 
investment category.

Pioneer: Pioneer 
responsible 
technology 
investment as part 
of ESG efforts.

Predictability: 
Benefit from 
predictable market 
creation.

Competitiveness: 
RegTech tools 
can increase the 
competitiveness 
of exiting portfolio 
companies as 
secondary benefit

Purpose: Build 
impact companies 
enabling 
responsible 
technology.

Opportunities: 
Seize new 
RegTech 
opportunities to 
build European 
and global 
champions.

Demand: Benefit 
from predictable 
RegTech market 
created by new 
regulation.

Trust: Increased 
trust in digital 
services.

Innovation: 
Benefit from 
cutting-edge 
responsible 
innovation and 
digital services 
from companies 
of all sizes.

Confidence: 
Increase overall 
confidence 
in technology 
for enhancing 
democracy.
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4.3. Towards a fair data economy and responsible 
use of technology powered by RegTech

A thriving RegTech innovation ecosystem is key to ensuring the EU’s digital 
competitiveness and the successful implementation of the European Data 
Strategy. It could even produce RegTech champions in the EU who could 
find demand for their services in other jurisdictions around the world grap-
pling with similar challenges and establish Europe as a global leader in the 
development and use of RegTech solutions.

To catalyse such a thriving ecosystem, the following recommendations 
should be considered:

1. Shape a common European vision on the potential of 
RegTech for the implementation of the European Data Strat-
egy and the new decade of responsible technology.
European stakeholders spanning policymakers, entrepreneurs, investors and 
experts, need to construct a shared vision encompassing both the economic 
and social benefits of RegTech solutions. Policymakers should include 
RegTech in the design of future agile and dynamic regulatory frameworks.

2. Coalesce a European RegTech ecosystem.
So far, there are no federated structures for RegTech in Europe. For reasons 
of both public interest and private market incentive, stakeholders – including 
entrepreneurs, developers, regulators, digital companies and experts – could 
come together to set the entrepreneurial innovation agenda for RegTech 
solutions and create corresponding incubation and acceleration structures.

RegTech solutions could also benefit from trust labels, accreditation or 
other officially recognised solutions as this would create visibility and foster 
trust to better rely on the solutions.

3. Create funding structures supporting RegTech solutions.
There needs to be sufficient capital to support RegTech ventures. To achieve 
this, European and national authorities, such as the European Investment 
Fund and national investment banks, should establish competitive and lean 
funding vehicles specialised in enabling regulatory technology. In addition, 
the EU and national capitals could incentivise public and private capital 
providers to develop tailored early-stage and growth funding mechanisms, 
for example by giving such investments special recognition and visibility.

Furthermore, Europe should address the concern that certain RegTech 
companies in the US are experiencing faster scaling due to a historical and 
structural difference between the EU and US venture capital markets: higher 
investments, particularly in areas such as AI RegTech. As a pioneer in digital 
regulation, Europe has a unique opportunity to lead in the tech RegTech 
sector and champion responsible technology usage. However, swift action to 
mobilise capital is now imperative to maintain competitiveness and foster 
innovation.
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Last but not least, in order to advance Europe’s digital economy competi-
tiveness and innovation power in the era of regulated technology use, there 
may be an interest to create, especially for Enabling Infrastructure Tech, 
additional targeted funding vehicles that invest in public interest solutions to 
pre-empt the development of proprietary solutions that could be less accessi-
ble to smaller actors and new market entrants.

4. Include RegTech as part of sustainability reporting.
The responsible use of new digital technologies and data could be a sub-cate-
gory of environmental, social, and governance (ESG) reporting obligations 
for public limited partners funding venture capital funds. This move would 
garner more attention to the RegTech sector and incentivise dedicated 
impact investment in RegTech.

5. Set an entrepreneurial agenda.
Few entrepreneurs are yet aware of the scope of digital regulation in Europe 
and the corresponding business opportunities that solving some complex 
challenges potentially entails.

European policymakers and other stakeholders can create the necessary 
structures so that innovators are better informed about upcoming regula-
tions and the needs and demands of the RegTech market.

Early impact assessments of regulatory proposals could already contain 
information about future RegTech potential across the five categories (Ethi-
cal Tech, Risk & Operations Tech, Compliance & Reporting Tech, Supervi-
sory Tech, Enabling Infrastructure Tech), as well as clearer statistics on what 
type of companies will be affected by upcoming legislation and how, in a 
language that is understandable to a broad audience of entrepreneurs, engi-
neers and investors, to stimulate the anticipated development of RegTech 
solutions that can be market-ready when regulatory instruments come into 
force.

European stakeholders from EU institutions, member states, inves-
tors, incumbents, entrepreneurs, and experts have the choice to either 
wait for the RegTech market to emerge by accident, as was the case in the 
fintech sector, or to actively shape a common vision and proactively create 
an ambitious EU-based RegTech innovation ecosystem for the digital 
economy.

In addition to market demand, which incentivises entrepreneurs to 
develop RegTech solutions that facilitate responsible technology develop-
ment, deployment and regulation, there is a compelling public interest 
imperative for the European Union, member states, the private sector, inves-
tors, experts, and innovators to collaborate and forge an innovation ecosys-
tem. This collaboration aims to accelerate the development of RegTech, 
increase efficiency and significantly reduce compliance costs. The ultimate 
goal is to provide the technological backbone of a responsible, highly innova-
tive, and globally competitive digital economy.
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